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In December 2001 and June 2002, we briefed Members on aspects of the non-immigration applications of the new smart ID card.  This paper updates Members on the latest developments in the implementation of the smart ID card project and other related issues.

Background
2.
Immigration Department (ImmD) is geared up to launch the smart ID card starting in May.  To ride on the multi-application capability of the smart ID card, the Government has announced that voluntary non-immigration applications will be introduced to the smart ID card for citizens to choose, and they will include:

(a)
A Hongkong Post e-Cert.  All persons applying for a smart ID card during the four-year territory-wide ID card replacement exercise will be offered the choice to accept a free e‑Cert issued by the Hongkong Post Certification Authority to be embedded on the card and they will be able to use the e‑Cert for conducting E-government and e-commence transactions;  
(b)
Library card function.  Citizens will be able to use the smart ID card as a library card if they wish, and hence no longer need to carry the latter; and 

(c)
Driving licence.  With effect from 2005/2006 citizens will no longer be required to carry a driving licence for enforcement purposes, because by then Police officers on the street will be able directly to access the Transport Department (TD) backend computer system to find out a driver’s status.  Again, if citizens wish, they need no longer have any physical licence.  Citizens will be able to check their driving licence data in the TD system using the e‑Cert stored on the ID card.
Latest Developments of the Smart ID Card Project

The Smart ID Card System (SMARTICS)

3.
ImmD has already completed the program development and system testing of SMARTICS.  User Acceptance Test(UAT) is now in progress.  The SMARTICS will have advanced security features – the card will utilise sophisticated card personalization technology and anti-forgery techniques.  All information on chip will be protected by the MULTOS Key Management Authority.  Data on chip are compartmentalized so that immigration data are separated from non-immigration data (e.g. e-Cert).  

4.

Pending the successful completion of the testing and the passage of the Registration of Persons (Amendment) Bill 2001, the smart ID card is scheduled to be launched on 26 May for new ID card applicants and lost card applicants. The territory-wide ID card replacement exercise will start on 21 July.  ImmD will set up nine issuing offices called the Smart Identity Card Centres over the territory during the replacement period.  The replacement exercise, covering 6.8 million people, is planned to complete in four years.
Privacy

5.
The Administration has been very concerned to ensure that privacy of personal data is upheld.  To this end, two privacy impact assessments have already been conducted and a third is in train.  A fourth will be conducted about three months after the implementation of the SMARTICS.  It has also been agreed (with LegCo Members and the Privacy Commissioner for Personal Data) that arrangement will be made with the Privacy Commissioner for a privacy compliance audit to be conducted 12 months after the SMARTICS is up and running.  We believe that these measures will not only ensure privacy is protected but also reassure the public on the issue.

Automated Passenger/Vehicle Clearance
6.
The smart ID card will pave way for the introduction of the automated passenger/vehicle clearance systems.  ImmD has already conducted studies to prove the technical feasibility and has secured funds for implementation from LegCo Finance Committee in January this year.  Upon implementation of the automated passenger clearance (APC) system, a citizen can insert his smart ID cards into a card reader and place his thumb onto a fingerprint scanner at the APC channel.  After mutual authentication with the card, the APC system will verify the fingerprint template captured by the scanner against the fingerprint template stored in the smart ID card.  If the two templates are matched and there is no irregularity, the passenger will be allowed to pass through the channel.  A similar authentication method will also apply to the automated vehicle clearance system.  The two systems are targeted for phased rollout from end 2004 onwards.  These systems will revolutionise the immigration clearance processes and are expected to speed up cross-border passenger and vehicle flows.  It is expected that the most frequent cross border travellers will benefit most from the automated system.

NON-IMMIGRATION FEATURES

Non-immigration application: Hongkong Post e‑Cert

7.
Hongkong Post is now fine-tuning the e-Cert application development on the smart ID card and upgrading their CA system scheduled for roll-out in May in preparation for the launch of the smart ID card.  Extensive publicity will be carried out nearer the launch of the smart ID card to encourage citizens to opt for a free e-Cert in advance either through the Internet, by fax, by mail, or in person at designated Post Offices; or at Hongkong Post’s booths in ImmD’s Smart Identity Card Centres.  For those who have opted for an e-Cert, Hongkong Post will generate the e-Cert and transmit to ImmD in encrypted form for embedding onto the smart ID card in a one-stop integrated manner, such that when citizens collect their smart ID cards from ImmD, the e-Certs will have already been embedded onto the cards.  Hongkong Post is also exploring and discussing with application providers and potential business partners to develop business applications that encourage the use of e-Cert in e-commence transactions.

Non-immigration application: Library Card

8.
Leisure and Cultural Services Department (LCSD) is upgrading their Library Automation System (LAS) by mid-May to give citizens the choice of using the smart ID card for library services instead of carrying the existing plastic library card.  There is no need to store library card data in the chip because LCSD will be able to read the “card face data” (namely, Chinese and English names, ID card number, date of birth and date of issue for the one-off patron registration; and ID card number and date of issue for material checkout) stored in the chip of the smart ID card to check against the library records in the upgraded LAS.  Citizens will be invited to give consent to the use of smart ID cards as library cards before LCSD reads the “card face data” from the chip.   
Future Application: Driving Licence

9.
TD’s Vehicles and Drivers Licensing Integrated Data (VALID) IV and Police’s Third Generation Command and Control Communications System (CCIII) computer upgrades are in progress.  Upon their completion, we will be able to introduce the driving licence-related functions as described in para. 2(c) above.  It should be made clear that no driving licence data will be loaded onto the chip and it is only the e-Cert which is involved.  

Other Future/Possible Applications: Reserved Capacity

10.
We have reserved capacity in the smart ID card for an electronic purse to provide the flexibility to introduce it if and when it is considered appropriate.  There is also some other additional  "free" space.  During the LegCo discussion of the necessary legislation (see para. 13 below) and also in some public fora, there have been expressions in favour of loading key emergency health data onto the chip (blood group, allergies etc).  This is something we welcome wider debate on, so that a community consensus can be reached to take it forward.
SUPPLEMENTARY FACILITIES

11.
Self-service kiosks with smart card readers will be installed in ImmD premises to facilitate citizens to check their own immigration data stored in the chip after authenticating with their fingerprint.  Those who have opted for an e-Cert will also be able to use these kiosks for PIN management functions (e.g. change the PIN that protects the e-Cert on the card).

12.
To facilitate citizens to make use of the e-Cert embedded on the smart ID card to conduct online transactions, the existing kiosks under the Electronic Service Delivery (ESD) Scheme will be enhanced and public PCs in public libraries, cyber centres, post offices, etc. will be installed with smart card readers.  To promote general public use, we will work with the IT industry to facilitate supply of the right sort of readers at affordable prices.  In this regard, information on smart card reader specifications have been uploaded to the web site of the Information Technology Services Department and disseminated to IT vendors to facilitate the production of appropriate smart card readers and the bundling of readers with PC sales.
LEGISLATIVE FRAMEWORK

13.
The Legislative Council has just finished the examination of the Registration of Persons (Amendment) Bill 2001 at the Bills Committee Stage and the Administration will resume 2nd and 3rd reading of the Bill on 19 March 2003.  This timeframe will allow sufficient time for the Ordinance to be brought into effect before the system commencement date of 26 May.  The Bill will provide the legislative basis for the issue of the smart ID card, replacement exercise and the multi-functional feature of the card.  The detailed discussion in the Bills Committee has led to many improvements in the Bill on the non‑immigration side.  These include: specific spelling out in the Principal Ordinance of the principle of consent by citizens; detailed setting out in a schedule of what data will be loaded; provision for the voluntary removal of data; and a specific provision against “hacking”.

14.
To cater for the use of the smart ID card as library card, the Libraries Regulation under the Public Health and Municipal Services Ordinance will also have to be amended.  Home Affairs Bureau and LCSD are now working with Department of Justice on the draft amendment regulation on using the smart ID card as a library card with a view to tabling at LegCo in early April.

PROMOTIONAL CAMPAIGN
15.
We are very conscious that the smart ID card with multi-applications is a new concept to most citizens and there is a need to have extensive and good promotion to educate the public about this new technology; its uses and potentials; and the related security and privacy safeguards.  Thus we are planning a massive educational and promotional campaign nearer the launch of the smart ID card – to be kicked off in around mid-May.  

16.
The promotional campaign will be divided into three streams – first, about the ID card replacement; second, the multi-functional feature of the smart ID card and the privacy and security safeguards; and third, education and promotion for e-Cert to encourage take-up of the free e-Cert offer.
17.
To ensure that the promotional campaign can be implemented in an integrated and systematic manner, we will introduce a single design concept and logo for adoption by participating departments to link all activities together and to provide synergy.  The campaign will involve television and radio APIs (Announcement in the Public Interest), road shows, advertisements on bus panels and MTR, press conference as well as an integrated website with all-you-need-to-know about the smart ID card in the same site.  We are now working closely with the participating departments on the details.
18.
We will also develop under the ESD an online service for the public to make an appointment with ImmD for getting a replacement smart ID card.  Phone (IVRS) booking will also be available.  We will ensure that there will be cross promotion between the publicity for the replacement exercise and that for the free e-Cert offer.

Advice Sought --

19.
Members are invited to note:

(a) the latest developments of the ID card system and related issues, as set out in paras. 3 to 14 above; and

(b) Government’s promotional campaign on the smart ID card as set out in paras. 15 to 18 above.
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