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INFORMATION INFRASTRUCTURE ADVISORY COMMITTEE

Electronic Transactions Ordinance and 
Recognition of Certification Authorities
Introduction


This paper briefs members on the enactment of the Electronic Transactions Ordinance (Cap. 553) (the Ordinance) (Annex) and the recognition of certification authorities (CAs) under the Ordinance.

Background

2.
We introduced the Electronic Transactions Bill into the Legislative Council in July 1999.  Members were briefed on the Bill at the IIAC meeting held on 23 July 1999.  Following examination by a Bills Committee, the Legislative Council passed the Bill on 5 January 2000 with a number of Committee Stage Amendments.

Committee Stage Amendments to the Electronic Transactions Bill

3.
Major amendments made to the Electronic Transactions Bill at the Committee Stage to improve its operation are set out below -

(a)
new provisions are added to require the Director of Information Technology Services (who is the authority for recognition of CAs) (the Director) to maintain for each recognized CA an on-line and publicly accessible disclosure record and to publish in the disclosure record information regarding the concerned CA, including the revocation or suspension of the recognition granted to the CA, the appeal by the CA against the revocation or suspension and the result of the appeal, etc. in order to protect public interest (sections 31 and 32 of the Ordinance); 

(b)
a new provision is added to require a recognized CA to maintain or cause to be maintained an on-line and publicly accessible repository for storing and retrieving certificates it issues and other information relevant to the certificates in order to protect public interest (section 45 of the Ordinance);

(c)
new provisions are added to require the Director to give reasons for his decisions in refusing an application for recognition or renewal of recognition, or in revoking or suspending a recognition.  Similarly, the Secretary for Information Technology and Broadcasting (who is the appeal authority under the legislation) is required to give reasons for his decision on the appeal against the decisions of the Director in order to make the process more transparent (sections 21(2), 22(7), 23(4), 24(2) and 28(5) of the Ordinance); and

(d)
a new provision is added to allow non-government parties  to agree amongst themselves as to whether electronic record or digital signature may be used where a rule of law requires one party to provide information to the other party or sign a document for presenting to the other party (section 15 of the Ordinance).

Implementation of the Electronic Transactions Ordinance

4.
Following the enactment of the Ordinance, a large number of the provisions in it have already come into operation.  The Director has issued a code of practice for recognized CAs and will begin to accept applications for recognition of CAs from 18 February 2000.  The Hongkong Post (which is a recognized CA under the Ordinance) has also launched its certification services on 31 January 2000.  The remaining provisions in the Ordinance are planned to come into operation within March 2000 to tie in with the enactment of the supporting subsidiary legislation.

5.
We have undertaken to review the Ordinance 18 months after its enactment in the light of operational experience and to take account of technological advancements.

Recognition of CAs

6.
The Ordinance has established a framework for promoting and facilitating the establishment and operation of quality CAs in Hong Kong.  This will contribute to the development of a secure environment locally for the conduct of electronic transactions.

7.
We encourage private sector initiatives in the provision of CA services.  To keep regulatory control to the minimum and having regard to practical considerations, there is no mandatory licensing requirement for CAs under the Ordinance.  However, to protect consumer interests and to enhance public confidence in electronic transactions, the Ordinance establishes a voluntary recognition scheme whereby trustworthy CAs may apply to Government for recognition on a voluntary basis.
8.
The Director will grant recognition under the Ordinance only to those CAs which have achieved a trust standard acceptable to the Government.  In determining whether a CA is suitable for recognition, the Director will take into account the following -

(a)
whether the CA has the appropriate financial status for operating as a recognized CA;

(b)
the arrangements put in place by the CA to cover any liability that may arise from its activities;

(c)
the system, procedure, security arrangements and standards used by the CA to issue certificates to subscribers;

(d)
a report, to be prepared by a person acceptable to the Director as being qualified, which contains an assessment on whether the CA is capable of complying with the provisions of the Ordinance applicable to a recognized CA and with the code of practice for recognized CAs; 

(e)
whether the CA and its responsible officers are fit and proper persons; and

(f)
the reliance limits set by the CA for its certificates.

9.
Recognized CAs may apply to the Director for recognition of their digital certificates as recognized certificates.  A recognized certificate has to be used to support a digital signature to be provided in satisfying a signature requirement under a rule of law.

10.
The voluntary CA recognition scheme will come into operation on 18 February 2000 when the relevant provisions in the Ordinance take effect on the same date.

11.
A Certification Authority Recognition Office (CARO) has been established in the Information Technology Services Department to deal with matters relating to the voluntary CA recognition scheme.  The CARO will process applications for CA recognition and for renewal of such recognition, monitor compliance by recognized CAs with the provisions of the Ordinance and the code of practice, and handle the revocation or suspension of the recognition granted to recognized CAs.

The Code of Practice for Recognized CAs
12.
The Director has issued the code of practice for recognized CAs under the Ordinance on 14 January 2000.  The code specifies the standards and procedures for recognized CAs to carry out their functions.  In preparing the code of practice, the Director had considered the comments and suggestions received during the public consultation exercise on the draft code of practice as well as the views expressed by Members of the Legislative Council Bills Committee which was set up to examine the Electronic Transactions Bill.

13.
The Director may from time to time amend the code of practice, and will consult the industry, including recognized CAs, in respect of such amendments.  The primary channel of consultation with the industry will be through the Advisory Committee on Code of Practice for Recognized Certification Authorities which is chaired by the Director and comprises members from relevant sectors.

Related Guidance/Information Notes

14.
To enhance public understanding of the voluntary CA recognition scheme and the operation of the code of practice, the Director has also issued, together with the code of practice, the following guidance and information notes -

· “Guidance Note on Recognition of Certification Authorities and Certificates”, which outlines the conditions and the process for the recognition of CAs and digital certificates;

· “Guidance Note on Compliance Assessment of Certification Authorities”, which provides guidance on the scope and conduct of the assessment required in respect of a CA intending to seek recognition or a CA already recognized;

· “Guidance Note on the Procedures of Appeal against Decisions of the Director of Information Technology Services” in respect of the Director's refusal of an application for recognition or for renewal of a recognition and the Director's decision to revoke or suspend a recognition; and
· “Information Note on the Advisory Committee on Code of Practice for Recognized Certification Authorities”, which sets out the terms of reference and membership of the Advisory Committee.

These documents have been posted on the homepage of the Information Technology Services Department (http://www.info.gov.hk/itsd).
Information Technology and Broadcasting Bureau
Information Technology Services Department
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