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IIAC Paper No. 6/2002
INFORMATION INFRASTRUCTURE ADVISORY COMMITTEE

Developments of Digital Certificates

Introduction

At the last meeting on 9 April 2002, Members discussed issues relating to digital certificates.  This paper briefs Members on the developments of digital certificates, in particular focusing on the service developments of the Hongkong Post Certification Authority (HKPCA).  

Background

2. Security is a key issue in electronic transactions.  To facilitate the development of e-business, the Government has taken the lead to put in place a public key infrastructure for the conduct of secure electronic transactions in Hong Kong.  The Electronic Transactions Ordinance (Cap. 553) enacted in January 2000 provides for a voluntary recognition scheme for certification authorities (CAs), so as to enhance consumer confidence in the CA system and facilitate industry development. A CA may apply to the Director of Information Technology Services (DITS) for recognition.  In consultation with the industry and relevant professions, the DITS has developed and issued a Code of Practice for Recognised Certification Authorities, which specifies the standards and procedures to be adopted by recognised CAs. The HKPCA is a recognised CA under the Electronic Transactions Ordinance.  So far, three other commercial CAs have also been recognised under the Ordinance.  They are DigiSign Certification Services Limited, HiTRUST.COM (HK) Incorporated Limited and Joint Electronic Teller Services Limited.   

3. 
The HKPCA commenced operation on 31 January 2000 to provide public certification service by issuing digital certificates (e-Certs) to individuals, companies and organisations. 

Service developments of HKPCA

(a) Applications

4.
Since its inception, the HKPCA and its partners have launched a wide range of applications.  E-Certs can now be used in various E-government applications, for example for filing tax returns, submitting bids for Government tenders, application for renewal of driving and vehicle licences, and application for change of rates and/or Government rent payer’s particulars.  They can also be used in e-business applications in the private sector such as online banking, online stock trading and e-betting.
(b) Bank-Certs 

5.
 To provide the infrastructure for the conduct of secure e-banking services, the HKPCA has partnered with four local banks to issue bank-Certs which are e-Certs under the corporate names of the participating banks.  Under this model, users can conveniently apply for and obtain their bank-Certs through the branches of participating banks and then use the bank-Certs to conduct e-banking and other electronic transactions. 

(c) Mobile digital certificates (mobile e-Certs)

6. 
The HKPCA, in partnership with a Canadian leading wireless solution provider, the Diversinet Corp., has launched the world’s first mobile CA system for community-wide adoption.  It is also the first system that can support wireless applications on a wide range of handheld devices including personal digital assistants (PDAs), cellular phones and WAP phones.  The mobile e-Cert service and the first application of wireless stock trading were launched in February 2002.  One-stop application service is now provided by two participating telecommunications operators whereby users can apply for mobile e-Certs and have them installed on their PDAs at the service centres of the participating telecommunications operators. Users may use their PDAs containing mobile e-Certs to quote stock prices, place and confirm orders of stock trading in a secure manner. Other applications using mobile e-Certs, such as wireless banking and betting services, are being developed.    

(d) Smart ID Cards

7.
During the four-year smart ID Card replacement exercise to be rolled out in 2003, citizens may choose to have a free HKPCA e-Cert of one-year validity embedded on their smart ID cards.   This will provide citizens with a secure and user-friendly tool for conducting e-business, and help build a critical mass of users of public key infrastructure technology, which will in turn drive the development of more applications and adoption of e-business in the community.  Details of this free e-Cert scheme are provided in IIAC Paper No.8/2002.

Service enhancement and promotion by HKPCA

(a) Promotion

8.
E-Certs are relatively new to the community and have to be actively promoted to encourage its use.  The Information Technology and Broadcasting Bureau, Information Technology Services Department and HKPCA have been working closely with industry organisations and relevant Government departments to promote e-Certs to small and medium enterprise and the wider community through organising school talks, seminars, exhibitions, roving shows and awareness courses; production and distribution of publications and CD-ROMs; and broadcast of information about e-Cert on the television and in radio.  The HKPCA also issues regular e-newsletters to its customers to keep them abreast of latest service developments.  With HKPCA’s enhanced promotional efforts and the launch of more applications, over 70, 000 e-Certs have been issued by the HKPCA since its inception. 
(b) User-friendly application and installation

9. 
The HKPCA has also taken active steps to improve the user-friendliness of its service.  Users can now apply and pay online for a new e-Cert.  A new installation kit has been developed for distribution to customers free-of-charge.  The installation of e-Certs has been streamlined and the whole process will only take 3 minutes to complete, involving several simple steps.  Users can also receive their e-Certs, installation software and a printed user guide together by recorded post free-of-charge.  

(c) Key escrow service

10. 
At the last IIAC meeting, the issue of key escrow (i.e. a back-up copy of an e-Cert, including the public key and private key) service was raised.  Such an e-Cert can be retrieved by the e-Cert holder in case the private key is lost or damaged, thus allowing the decryption of messages previously encrypted by the private key.  So far no key escrow service is provided by the recognised CAs in Hong Kong. 

11. 
In the CA business, key escrow is considered a sensitive subject. Such service can provide assurance to users that previously encrypted messages can be decrypted, if they have applied for a back-up key from the CA.  As CAs are to act as trusted third parties, users should have more confidence that the CAs will not abuse the system by unauthorised use of the private keys.  The provision of such service may also help increase the adoption of e-Certs, as it relieves users’ concerns about loss or damage of private keys.  

12.
However, the provision of key escrow service will create potential threat to privacy and confidentiality, as CAs are technically capable of using the back-up private keys of users to decrypt private and/or confidential information encrypted by the users.  There may also be possible fears that private keys will be disclosed by CAs to law enforcement agencies or other parties for decrypting users’ encrypted messages.  As e-Certs are issued by CAs to address the issues of integrity, confidentiality, authenticity and non-repudiation in electronic transactions, these safeguards may be undermined and compromised if CAs hold copies of the users’ private keys, even with the consent of users.
13.
Apart from key escrow, there is another way for users to decrypt encrypted messages in case of loss of private keys.  Users can make back-up copies of their private keys on their own.  Such an approach will ensure that no other party will be able to access their private keys and the encrypted information.  

14.
The HKPCA has considered the key escrow issue before  commencement of its operation in 2000.  In view of the sensitivity of the subject and the fact that there is not yet a market demand for such service, the HKPCA has decided not to introduce the service for the time being.  In fact, not many overseas CAs provide such service, in particular in the Asia-Pacific region where e-business is still new to the community and security is a major concern. Nevertheless, the HKPCA will keep an open mind and revisit the issue if there is public demand and support.
Cross-certification

15.
E-business is borderless in nature.  To facilitate the development of cross-border e-business, the HKPCA has entered into cooperation arrangements on cross-certification with certification authorities in the UK (ViaCode Limited), Malaysia (DIGICERT), South Korea (Korea Information Certificate Authority), Shanghai (Shanghai Electronic Certificate Authority, Co. Ltd.) and Guangdong (Guangdong Electronic Certification Authority).  The HKPCA is now working with its CA partners to identify applications and prepare for the development of the cross-certification systems.   It also participates in the Asia Public Key Infrastructure (PKI) Forum to foster regional cooperation in driving the development of PKI technology and applications in the region.  It is now working on the establishment of a local PKI forum to pull all stakeholders in the local market together to strengthen Hong Kong’s edge and to participate in regional and international forums in this area. 
Advice sought

15. 
Members are invited to note and comment on the latest service developments of HKPCA and the general development of the use of digital certificates in Hong Kong.  
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