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Introduction

1. The Director of Information Technology Services (the Director) is planning to establish an Interoperability Framework to facilitate interoperability between systems used within the Government, and between Government systems and external systems where interaction is required.  The purpose of this consultation is to enable the Director to form a view about the relevancy and adequacy of the business and technical areas to be covered under the "Technical Specifications" arena of the Interoperability Framework.

2. The Director invites submissions from the information technology industry, parties that may conduct business with the Government electronically, and other interested parties, on views about the relevancy and adequacy of the business and technical areas proposed in paragraph 12.  The Director will consider relevant comments in planning the establishment of the Interoperability Framework.

Overview of the Interoperability Framework

3. A key business objective of the HKSAR Government's E-Government initiatives is to facilitate the provision of electronic, client-centric government services.  To achieve this, we must ensure a seamless flow of information across the Government, within legal bounds, as well as the seamless concatenation of the information systems owned by individual bureaux and departments.

4. Learning from international best practices, we believe that there is a need to establish an Interoperability Framework to facilitate the interoperability between systems used within the Government, and between Government systems and external systems where interaction is required.  This Interoperability Framework is based on :
· A set of technical specifications defining the interface across different systems as well as the format for exchanging specific categories of information;

· Some other specifications documents that define infrastructural architectures, conventions and procedures; and
· The adoption of eXtensible Markup Language (XML) standards for data exchange between applications.

5. With the adoption of the Interoperability Framework, application designers and developers can ensure interoperability with other systems as necessary, while at the same time having the freedom to choose from different application architectures, hardware and system software to implement their solutions.
6. With the emergence of government systems using XML, XML schemas will be adopted or developed to meet specific business and application needs.  The XML schemas to be used for interaction between Government systems and external systems will be published for reference or for compliance when they are developed.

7. In developing the Interoperability Framework and in making subsequent revisions, related stakeholders, including parties external to the Government, will be consulted with a view to developing a framework conducive to the interoperability of related systems.  This consultation process will also apply to the development of the XML schemas to be used for interaction between Government systems and external systems.

8. The technical specifications and the other specifications documents under the Interoperability Framework are further elaborated in the following sections.

The Technical Specifications

9. The technical specifications under the Interoperability Framework comprise those that define:

· Interfaces across different systems or system components; and

· Formats for exchanging information.

10. The focus of these specifications is to facilitate interoperability at two levels: between systems used within the Government, for example, when there is a need for users to share and exchange information; and between Government systems and other external systems (local or foreign) where interaction is required, for example, to enable the delivery of Government services electronically.
11. The technical specifications will be based on open standards as far as possible to ensure maximum interoperability and to allow the Government a wider choice of market solutions.
12. The following table summarises the areas where it is proposed to set up interoperability specifications.  Examples of possible specifications are also listed for illustrative purposes only.  Our next step is to review the relevancy and adequacy of these areas and to determine the specific specifications to be adopted for each area.

	Proposed Areas
	Examples of Possible Specifications

	Document Interchange

	Text / Rich text document file types
	· Rich Text Format (.rtf)

Plain/Formatted Text (.txt)

· Hypertext (.htm) 
· MS Word format (.doc) for document exchange within a workgroup in the Government that is using MS Word for word processing

	Spreadsheet file types
	· Delimited file (.csv)
· MS Excel format (.xls) for spreadsheet document exchange within a workgroup in the Government that is using MS Excel for processing spreadsheet

	Presentation file types
	· Publishing of presentation files can be based on file formats that can be displayed by free viewer products

	Graphical/still image information exchange
	· Joint Photographic Experts Group /ISO10918 (.jpg)

Graphics Interchange Format (.gif)

Windows Bitmaps (.bmp)

Tag Image File Format (.tif)

Encapsulated PostScript (.eps)

Portable Network Graphics (.png)

	Project Management file type
	· Microsoft Project file format

· Primavera file format

	CAD (for electronic document interchange with the Construction Industry)
	· To be determined based on the CAD Standards to be formulated by the Works Bureau

	Moving Image and audio/visual 
	· Moving Picture Experts Group (.mpg) MPEG-1/ISO 11172

	General purpose file packaging / compression
	· File types (.tar), (.zip) and (.gz)

	Document Publishing
	· Adobe Acrobat (.pdf)

	Data Description
	

	Metadata language
	· XML (Extensible Markup Language) as defined by W3C (www.w3.org/xml/)

	Data schema
	· XML Schema as defined by W3C

	Metadata definition 
	· XML schemas as agreed through the government's XML schema development mechanism

	Data definition
	· Data definitions to be agreed through the government's XML schema development mechanism

	Resource Description
	· RDF (Resource Description Framework) as defined by W3C (www.w3.org/TR/REC-rdf-syntax/)

	Data Interchange
	

	Message Format
	· XML

UN/EDIFACT

IFTDGN (Standard for declaration of dangerous goods commonly used by Asian Ports)

	Character sets and encoding
	· UNICODE, ASCII, ISO/IEC 10646-1:2000, Big 5, HKSCS

	Audio/video streaming data
	· Real Audio

Real Video

Shockwave

Windows Media Format (.wmf)

Apple QuickTime

Waveform Audio File Format (.wav)

MPEG (such as .mp3)

	Specification Interchange

	System & Data Modelling
	· UML (Unified Modelling Language)

	Data Presentation

	Data transformation/ presentation management tools
	· XSL (Extensible Stylesheet Language) as defined by W3C (www.w3.org/TR/xsl/)

	Hypertext interchange formats
	· Those parts of HTML commonly implemented by the latest and the immediately previous version of Netscape Navigator and MS Internet Explorer, plus their interoperable extensions

	Animation
	· Macromedia Flash (.swf)

	Scripting
	· ECMA 262 Script

	WAP specifications
	· WML - specifications to be used are defined by the WAP Forum (www.wapforum.org/what/technical.htm)

	Interconnection

	E-mail
	· E-mail products that support interfaces that conform to the SMTP/MIME. This includes RFC 821, RFC 822, RFC 2045; RFC 2046; RFC 2047; RFC 2048; RFC 2049

	Domain name service
	· DNS (RFC 1035), in accordance with the Government's LAN Addressing and Naming standard

	Directory Access
	· X.500 (1993) Directory Access Protocol (DAP)

LDAP – RFC1777/RFC2251 Lightweight Directory Access Protocol

	Hypertext Transfer Protocol
	· HTTP v1.1 (RFC2066)

	LAN/WAN inter-networking
	· IPv4 (RFC 791), IPX

	Wireless LAN
	· IEEE 802.11

	Wireless Application Protocol
	· WAP Protocol Suites (such as WSP, WTP, WTLS, WDP) as defined at www.wapforum.org

	Transport
	· TCP (RFC 793)

UDP (RFC 768) where required, subject to security constraints

	File Transfer
	· File Transfer Protocol (FTP)

	Remote Access
	· Modem Standards (such as V.90)

· Point-to-Point Protocol (PPP)
· Virtual Private Network

	Web service description
	· WSDL

	Web service discovery
	· UDDI

	Remote Procedure Call 
	· SOAP

CORBA

	Workflow
	· Standards as defined by the Workflow Management Coalition (WfMC)

	Security

	E-mail security
	· S/MIME V3, includes RFC 2630 to RFC 2633

	IP security
	· IP-SEC (RFC2402/2404)

	IP encapsulation security 
	· ESP (RFC2406)

	Transport security
	· SSL v3/TLS (RFC 2246)

	Tokens/Smart Cards
	· Emerging Standards - To be determined

	Biometrics
	· Emerging Standards - To be determined

	Cryptographic Algorithms
	· RSA (Rivest-Shamir-Adleman) – RFC's 2314, 2315, 2437

DES (Data Encryption Standard)

AES (Advance Encryption Standard)

SHA-1 (Secure Hash Algorithm)

MD5 (Message Digest Algorithm 5)

	PKI Related

	Certification Request
	· RFC2314 PKCS #10: Certification Request Syntax

RFC2510 Internet Certificate Management Protocol (CMP)

RFC2511 Internet X.509 Certificate Request Message Format (CRMF)

RFC2797: Certificate Management Messages over CMS (CMC)

	Certificate Policy / Certification Practice Statement
	· RFC2527: Internet X.509 Public Key Infrastructure Certificate Policy and Certification Practices Framework

	Certificate Profile and Certificate Revocation List
	· RFC2459: Internet X.509 Public Key Infrastructure Certificate and CRL Profile

ITU-T Recommendation X.509 | ISO/IEC 9594-8, 1997: "Information Technology – Open Systems Interconnection – The Directory: Authentication Framework"

	Cryptographic Interface
	· PKCS #11: Cryptographic Token Interface Standard

Microsoft CryptoAPI

	Certificate Import / Export Interface
	· PKCS #12: Personal Information Exchange Syntax Standard

	Cryptographic message syntax
	· RFC2315 PKCS #7: Cryptographic Message Syntax

RFC2630 Cryptographic Message Syntax (CMS)

	On-line Certificate Status Protocol
	· RFC2560: X.509 Internet Public Key Infrastructure On-line Certificate Status Protocol (OCSP)

	Time Stamping Authority
	· PKIX: Internet X.509 Public Key Infrastructure Time Stamp Protocol (TSA)

	Attribute Certification Authority
	· Limited Attribute Certificate Acquisition Protocol, IETF draft (ACA)

ITU-T Recommendation X.509 | ISO/IEC 9594-8, 2000: "Information Technology – Open Systems Interconnection – The Directory: Public-key and Attribute Certificate Frameworks"

	Others

	Network & System Management
	· SNMP

MIB-II


Other Specifications Documents under the Interoperability Framework

13. These specifications documents supplement the Technical Specifications by defining the infrastructural architectures, conventions and procedures that contribute to the interoperability of Government systems.  The following three documents have been identified so far.  Other specifications document may be incorporated in the future as they emerge to facilitate the interoperability of government systems.
	Specifications Documents
	Objective of Specifications Documents
	Relevance to External Parties

	Government Network Architecture 
	Describes the organisation and integration of departmental networks, project networks and the backbone network to form a government-wide network covering all government departments
	Nil

	LAN Addressing and Naming Standard
	Defines the standard addressing and naming conventions for the local area network resources in HKSARG. 
	Nil

	CAD Standards for Electronic Document Interchange with the Construction Industry
	Defines the standards for CAD data exchange and provisions made for basic requirements of CAD data management with regards to the Construction Industry.
	The construction industry that may need to submit CAD documents to the Government


Invitation to Comment

14. The Director invites comments from the information technology industry, parties that may conduct business with the Government electronically, and other interested parties, on views about the relevancy and adequacy of the business and technical areas described in paragraph 12.

15. Comments should be submitted either by post, by fax, or by e-mail, and should reach the Information Technology Services Department on or before 14 January 2002.

16. The Director reserves the right to publish all views and comments and to disclose the identity of the source.  Accordingly any part of the submission which is considered to be commercially confidential should be clearly marked and supported by reasons why such confidentiality is claimed.  The Director will take such markings and claims into account in making his decision as to whether to disclose such information or not.

17. Submissions should be addressed to:

Infrastructure Services Branch

Information Technology Services Department

6/F Guardian House

32 Oi Kwan Road

Wanchai

Hong Kong

(Attn.: Ms Barbara Chiang)

Fax comments can be sent to: 2574 3799

Electronic submissions should be sent by e-mail to bchiang@itsd.gov.hk.

Information Technology Services Department

3 December 2001
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