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Introduction





	This paper briefs Members on an initiative undertaken by the Information Technology Services Department (ITSD) to establish a Secure Central Internet Gateway System for use by Government bureaux and departments in gaining access to the Internet, and in disseminating information, communicating and transacting business with the community over the Internet.  The establishment of the system will enhance Government's own information infrastructure.  It will also facilitate and promote the use of the Internet in the community.








Background





2.	In 1995, we established the Government Information Centre (GIC), using the facilities and services provided by an Internet Service Provider (ISP), for hosting the homepages of Government bureaux and departments.  Since late 1997, all Government bureaux and departments have set up their own homepages.  While some of these homepages are hosted by different ISPs, all of them are accessible through the GIC.  The GIC now hosts the majority of Government homepages and operates a dedicated bilingual search engine which covers all Government homepages.  With the increasing volume of new content and the use of multimedia elements, the existing GIC capacity cannot satisfy new hosting demands.  This capacity limitation also constrains the capability of the GIC to disseminate Government information in a more interactive manner.





3.	Apart from setting up their own homepages, all Government bureaux and departments have established connections, either through dial-up connections or dedicated connections, to various ISPs for gaining access to information on the Internet, and developing applications for providing Government services and communication with the public over the Internet.  As of February 1999, about 7 000 Government officers were provided with individual Internet accounts.  Amongst them, about 3 300 officers in 74 bureaux/departments were provided with their own Internet dial-up access accounts and the rest had access to the Internet through departmental gateways established by their respective departments.  There are at present 17  such departmental gateways, each managed by the concerned department.  Many of these gateways have been developed to cater for department-specific applications or customised with project-specific features.  The concerned departments are required to follow the network security standards laid down by the ITSD.  For individual users with their own dial-up Internet accounts, however, the security and support services they receive from the ISPs vary.  On the completion of the Government Office Automation programme scheduled for end 2000, we expect that the number of Government officers who will be equipped with individual Internet accounts will increase by some 70% to around 12 000.  The distribution of Internet users by type as of February 1999 and the anticipated distribution by end 2000 are set out in the Annex.  Given the open environment of the Internet and the anticipated expansion in the user base, there is a need to establish a system to ensure security for Government's internal networks which are connected to the outside world through the Internet. 








Secure Central Internet Gateway





4.	With the approval of the Finance Committee of the Legislative Council, ITSD has secured funds to establish by early 2000 a secure central Internet gateway to provide web hosting services for Government web-sites now centrally hosted by an ISP through the GIC and to provide a secure gateway, in substitution of the current dial-up Internet access connections to ISPs, for Government bureaux and departments to gain access to the Internet.  The proposed central Internet gateway will provide the following Internet services -





(a)	web hosting service for Government web sites now centrally hosted by an ISP through the GIC;





(b)	central management and administration of Government web sites, with the provision of indexing and searching functions and web site visitor statistical services;





(c)	enhanced capability to develop  interactive contents for the GIC and the provision of authentication services which will strengthen the protection for the public in their communication with the Government over the Internet;








(d)	Internet mail service for Government bureaux and departments;





(e)	Internet access gateway service for Government bureaux and departments; and





(f)	the establishment of web-based bulletin board system within Government with controlled access for internal communication purposes.





With the establishment of the proposed gateway, we can provide direct and centralised management and administration for Government web sites, which will be more efficient and cost-effective.  We can also enhance our capability to develop interactive and innovative applications on the Internet for communication both with the public and within the Government.





5.	The central gateway system will be equipped with security devices to prevent and detect irregular activities.  The following security features will be provided to protect Government's internal networks -





(a)	firewall system;





(b)	computer virus detection system;





(c)	network intrusion detection system; and





(d)	network intrusion recognition and response system which enables responsive action to be taken against intrusion activities.





6.	With the establishment of the secure central gateway system, we will be able to adopt and apply comprehensive Internet security standards across Government.  There will be better monitoring and control of the security risks as we will deal with a central gateway instead of several thousand different access points.  We will also be able to conduct regular security assessments to verify the effectiveness of the proposed system and to make improvements where necessary in order to cope with the rapid advancement in Internet technologies.  All communication interfaces of the secure central gateway system will be regularly checked and closely monitored.  The system will have resilience built into it, thus allowing rapid recovery upon close down in emergency situation to minimise disruption to the GIC activities and the Internet access services for bureaux and departments.





7.	Existing users who are connected to the Internet through departmental gateways will gradually migrate to the central gateway when it is established, except in cases where the Internet use is related to the departmental gateways which are developed with applications or project-specific features that will not be available at the central gateway.  In such cases, we shall require the concerned bureaux and departments to adopt the same security standards and practices as those under the proposed system for their departmental gateways so that we can achieve the same level of security for all network connection points between the Internet and Government's internal networks.

















Discussion with IIAC Working Group





8.	We briefed the Working Group on Facilitation and Promotion on the project at its meeting held on 22 April 1999 before ITSD approached the Finance Committee for funding support.  Members of the Working Group supported the project.
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Annex





Distribution of Internet Users Within Government





Internet Users Distribution as of February 1999








Bureaux/Departments�
Internet Users�
Type of Internet Access�
�
74�
3,300�
Dial-up to Internet Service Providers (ISPs)�
�
17�
3,700�
Direct network connection to ISPs via departmental Internet gateway�
�



Anticipated Internet Users Distribution by end 2000





Bureaux/Departments�
Internet Users�
Type of Internet Access�
�
91*


(all bureaux/departments will be connected to the Government backbone network by end 2000)�
8,500�
Through dial-up or direct network access via the Government backbone network to the proposed Secure Central Internet Gateway �
�
16 *


(with departmental Internet gateway)�
3,500�
Access via departmental Internet gateway�
�









*	Some of the Internet users in the 16 bureaux/departments with departmental Internet gateway will migrate to the proposed Secure Central Internet Gateway if their Internet use is not related to the department-specific applications or project-specific features for which the departmental gateways are developed.
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