
Job Category – Information Security 

Competency Level – Practitioner 

 

General Job Descriptions: 

1. Identify and report risk and compliance issues and monitor corrective actions. 

2. Provide technical and operational support for IT security. 

3. Monitor and assess administrative, physical, and technical security controls, such 

as audit log review, accounts review, training compliance, patch reporting, 

configuration management and security impact analysis. 

4. Conduct security functional requirements testing, as assigned, of system 

applications and components, 

5. Support policy and procedures preparation and implementation. 

6. Provide support for documentation and maintenance of the security 

infrastructure. 

 

Suggested Title: 

Information Security Officer 

 

Relevant titles in the industry : 

• Information Security Officer 

• Computer Forensic Officer 

• Information Security Engineer 


