
Job Category – Information Security 

Competency Level – Specialist 

 

General Job Descriptions: 

1. Design, implement and test information security controls to guard against the 

unauthorized disclosure and tempering of information asset belonging to the 

organization. 

2. Investigate incidents of security breach detected or reported. 

3. Assess and implement tools to enable better identification, monitoring, and 

response to information risks. 

4. Identify and analyse programs and implementation of security related to IT 

systems. 

5. Provide security guidance as needed to all stakeholders throughout the System 

Development Life Cycle. 

6. Provide security guidance in response to specific end user and management 

inquiries. 

7. Support ongoing Security Awareness throughout the organization. 

8. Identify technical and operational security threats and vulnerabilities associated 

with the planned concept of operation and system design and recommend 

appropriate solutions. 

9. Conduct system audit to ensure compliance, to detect violation and vulnerability. 

 

Suggested Title: 

Information Security Specialist 

 

Relevant titles in the industry : 

• Computer Forensic Specialist 

• Information Security Specialist 

• Information System Auditor 

• System Assessor 


