Job Category — Information Security
Competency Level — Master

General Job Descriptions:

1.

Establish standards, procedures and guidelines to protect the security of the
information asset within an organization.

Ensure that the security standards and guidelines are aligned with business
strategies.

Establish and manage the defensive mechanism to detect and prevent the
intrusion as well as malicious attacks into the information systems operated by
the organization.

Establish and manage the security audit standards and procedures.

Establish organizational-wide security awareness program.

Be responsive to advancement in information security technologies and their
applicability to the organization.

Act as the departmental focal person at executive management level.

Suggested Title:

Information Security Manager

Relevant titles in the industry :

Chief Security Officer (CSO)
Information Security Manager
Consultant (Information Security)



