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Result of the Industry Consultation on the 

Interoperability Framework for E-government

Introduction

At the IIAC meeting held on 20 December 2001, Members were briefed on the background to the establishment of the Interoperability Framework (IF) for E-government, and in this connection, the consultation with the IT industry that was underway at the time.  The consultation period ended on 14 January 2002.  The purpose of this paper is to update Members on the comments and suggestions made by the industry and the way forward.
Comments Collected from the Industry Consultation Exercise

2
In the consultation exercise, the industry was requested to comment on the relevancy and adequacy of the business and technical areas proposed to be covered under the IF Technical Specifications.  We received 26 written responses in total, most of which were positive :  the Government's initiative to put in place such a framework was supported.  To facilitate discussion, the industry's comments and suggestions are grouped into the following broad areas :-
(a)
suggestions to add new areas like spatial / geo-referenced data and security for web services under the IF;

(b)
suggestions on how the interoperability areas should be structured, e.g. the interoperability specifications should be mapped on the E-government architecture;

(c)
suggestions on the issues to be considered during the specification of the IF, e.g. the principles for selecting specific specifications among competing ones should be specified up-front;

(d)
suggestions on how the detailed standards are to be specified, e.g. the format and structure of commonly used data sets should be defined; and

(e)
suggestions on the detailed implementation approach like defining metadata for documents as far as possible to facilitate the retrieval of information.

3.
The comments and our initial responses are set out in the Annex.  We shall take them into consideration when we specify the IF and the  technical specifications in this regard.  
4.
To enable Members to consider the industry's comments/ suggestions and our responses, it will be useful to understand clearly the objectives and beneficiaries of the IF, as well as the guiding principles that will be used in specifying the IF and the technical specification.
Objectives of the Interoperability Framework

5.
The IF is basically a collection of guidance documents and specifications to facilitate bureaux and departments (B/Ds) in developing joined-up E-government systems.  It specifies the technical specifications, infrastructural architectures, conventions, procedures, data schema, etc. that B/Ds have to observe when developing client-centric joined-up E-government systems.  The IF applies to both government-to-government (G2G) interactions and government to public interactions.

6.
The IF is by no means a set of prescriptive standards to be imposed on the private sector.  It has no binding effect whatsoever on electronic interactions among members of the public (including organisations) themselves.  Nevertheless, when members of the public build computer systems which are intended to interact with Government systems in the future, or when members of the public communicate with the Government electronically, the IF will provide them with the necessary technical information to enable effective interactions and communications between the two sides. 
7.
With our commitment to offering client-centric joined-up E-government services, the demand for systems integration and information sharing, within legal bounds, will increase.  The existing approach to integration of application systems to provide joined-up government or one-stop services might not be flexible and responsive enough to address the demand.  Riding on industry trends and international best practices, we have reviewed the prevailing interoperability standards and specifications and formulated a comprehensive IF with a view to adoption by all B/Ds.  This, we hope, will also set an example for the industry on how to promote interoperability and joined-up services.

8.
The interconnection of business processes to provide joined-up services and the integration of computer systems supporting these business processes necessitate the business partners to agree on the collaboration mechanisms.  The IF is aimed to set out such mechanisms, which should include the establishment of schemas (e.g. XML schemas) and the technical specifications for sending information from one system to another, common conventions like how to uniquely identify each client, etc.

9.
In addition, the key infrastructural architectures for implementing cost-effective E-government services will also be captured under the IF to show how the various components relate to one another in supporting E-government services.  The architectures will help align the design of new components and new systems with a view to enhancing interoperability and maximizing the re-use of infrastructural services.
The Beneficiaries of the Interoperability Framework

10.
The beneficiaries of the IF include members of the public as well as Government B/Ds.

11.
The IF aims to capture all interoperability-related specifications that are applicable to E-government services.  However, only part of the specifications are relevant to members of the public.  The rest are applicable to Government B/Ds only.  Examples of those specifications that are relevant to the public include :-
(a)
using Big5/ISO10646 and HK Supplementary Character Set (HKSCS) as the Chinese character encoding scheme and character set; and

(b)
using Autodesk Drawing Exchange Format (DXF) as the format for submitting Computer Aided Design drawings.

12.
Members of the public should adopt these specifications if they intend to interact with the Government electronically.  Some of these specifications apply generally across all business areas (e.g. Big5/ISO10646 and HKSCS), while some are used for specific purposes only (e.g. DXF).  Currently, these specifications are promulgated through the Government Gazette, with the scope of application of those specifications clearly defined, where necessary.

13.
Some interoperability-related areas will allow a choice among multiple specifications (e.g. members of the public may submit electronic records to the Government in the form of .TXT, .RTF, .HTM or .PDF).  Unless further qualifications have been made, B/Ds are expected to equip themselves to support all of the allowed specifications.

14.
With an IF that all B/Ds will observe when implementing their E-government services, members of the public will have a consistent electronic interface in interacting with Government.  The technical specifications and schemas which form the IF and which are relevant to the public will be publicised.  Members of the public will be provided with a channel to feedback to the Information Technology Services Department comments in respect of their experience with adopting the IF and to suggest improvement measures on how they can better interact electronically with the Government.

15.
By observing the IF, B/Ds can better interact with one another and with the public, thus cross-departmental services can be streamlined and delivered to the public in a client-centric manner.   Without it, B/Ds and the public will have to find a mutually agreeable communication standard on a case by case basis. Reaching such an agreement for individual cases is not only time-consuming but may also result in having to use a variety of communication protocols which will render interoperability difficult, or even impossible and costly.  This is inefficient and wasteful of resources to implement.

16.
The IF will evolve along with the development of E-government services.  Where applicable, B/Ds will agree with their respective vertical industries the standards for implementing joined-up services.

Principles for Determining the Scope and Specifications of the Interoperability Framework

17.
In deciding the business and technical areas to be included under the IF, we propose to apply the following guiding principles :-
(a)
an area will be included only when there is a business need to do so;
(b)
areas where the choice of standards primarily depends on an external service provider providing related services to the Government should not be included.  For example, in mobile computing, we expect the mobile network operator will decide which 3G standards to adopt in providing mobile services that are interoperable with the rest of the industry;

(c)
the areas will focus on the interactions between computer systems, e.g. :
· data interchange between two discrete application systems;

· interaction between some infrastructure services (e.g. a transaction portal similar to the ESD front end) and the systems that use those infrastructure services (e.g. the departmental systems in various B/Ds that support the ESD-like transactions in the backend); 

· the format for exchanging documents between the computer systems used by different users;

· security specifications for stated purposes under a security policy, etc.; and
(d)
for industry-specific areas, B/Ds are encouraged to liaise with the industry on industry-specific standards and include such standards under the IF.  This will facilitate the compilation of a central register of technical specifications and data schema for the purpose of building interoperable E-government systems.
18.
When choosing the specifications for a business or technical area, the following general principles will apply :-
(a)
open standards will be adopted when they are mature and are widely used in the industry;
(b)
the specifications adopted should be vendor and product neutral as far as possible;

(c)
for any particular purpose, the specifications  allowed should be limited as far as practicable in order to minimize the cost for B/Ds to support those specifications, provided that such a limited choice will not cause too much inconvenience to members of the public;

(d)
the specifications should be web-based, i.e. well aligned with Internet standards as the Internet is going to be a major channel for delivering E-government services;

(e)
on top of the specifications promulgated to the members of the public, B/Ds may adopt additional specifications among themselves as necessary to facilitate collaboration among B/Ds;

(f)
the industry should be involved when determining the specifications or schemas to be adopted for a vertical sector;

(g)
local, regional and international developments should be taken into consideration and, in particular, the development of standards in the wider Chinese community;
(h)
the specifications adopted should allow the Government to build scalable systems; and

(i)
while only mature standards will be adopted, prominent emerging standards should be closely monitored for potential future adoption.

The Way Forward

19.
Our next step is to specify the technical specifications to be adopted, with clear explanations.  Professional services have been engaged to assist ITSD in collating and conducting market research on the technical specifications.  Vendor and product neutrality would be maintained during the process. We aim to promulgate the first version of the IF in the third quarter of 2002.  Later in the year, a committee will be set up under the Director of Information Technology Services to constantly update the IF in the light of new business requirements, technology changes, and developments both locally and internationally in technical standards and specifications relating to the interoperability of IT systems.  The operational experience of the B/Ds and feedback from the IT industry as well as members of the public will be taken into account.
Advice sought

20.
Members are requested to consider the comments / suggestions made by the IT industry in the consultation exercise, the Government's responses, and the way forward.
Information Technology Services Department
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Annex
Summary of Comments

	Categories
	Comments 
	Government's Initial Response to Comments

	Suggestions on new interoperability areas to be included
	Spatial / Georeferenced Data


	Will continue to liaise with the Planning and Lands Bureau to see what can be done pragmatically to enhance the data exchange processes among some departments using GIS applications.



	
	Hardware standards for networking equipment


	Specifications defined in the Government Network Architecture would be reviewed to ensure that necessary standards are included



	
	Security for Web Services


	Will consider



	
	Wireless Technology (Bluetooth)


	Will consider under the area 'Wireless LAN'



	
	Application development environment such as J2EE or database access standards


	As the IF will focus on the interoperability among loosely coupled systems, system designers can ensure interoperability with other systems by adopting the framework, while at the same time having the freedom to choose from different application architectures, hardware and system software to implement their solutions



	
	3G


	The IF will define interoperability specifications that are able to ride on, and are transparent to, various kinds of mobile services like GSM, GPRS, 3G, etc.  provided by the mobile network operators



	
	Payment gateway standards like SET


	The Government will co-operate with payment gateway service providers (usually financial institutions) to allow various types of electronic payment methods that are secure, reliable and widely adopted by the public



	Suggestions on how the interoperability areas should be structured
	Need to develop an E-government architecture & map the specifications against the E-government architecture to help promote common understanding and to drive out the required specifications.  This architecture should take into consideration business needs, the current environment, and IT trends.


	Will consider



	
	Categorize the specifications to show which ones are relevant to members of the public


	Will categorise the specifications accordingly.



	
	Security and PKI standards should be linked to stated purposes under the security / privacy policy / framework


	Will qualify the security standards accordingly



	Suggestions on issues to be considered during development of the framework
	Specify up-front the principles for including interoperability-related areas under the IF
	Will consider.  Some principles are suggested in paragraph 17 of this paper.



	
	Specify up-front the principles and goals of the IF that guides the selection of specifications


	Will consider.  Some principles are suggested in paragraph 18 of this paper.



	
	Articulate the areas according to open protocols, open interfaces and open file formats and disallow proprietary standards


	Will consider



	
	The specifications will require careful scrutiny if the framework is to become part of the E-government procurement rule


	Will consider the availability of market solutions, market adoption rate and market trends when determining the specifications



	
	Consider business needs and information needs first


	Will consider



	
	The IF should cover the functional focuses to ensure interoperability among legacy systems and archived records, and should be able to cope with technology advancement


	Will consider how best these should be addressed



	
	Consider the practical use of solutions, e.g. Enterprise Application Integration middleware  or Messaging-Oriented-Middleware


	Will consider



	
	Include Digital Divide Considerations


	Will include the Web Accessibility Guidelines under the IF and will continue with other initiatives to prevent the emergence of digital divide in Hong Kong



	
	Closely monitor developments in the wider Chinese community

	Will monitor local, regional and international developments



	
	Should adopt open standards and have fewer alternatives for interoperability to work


	Agree in principle.  However, when trying to limit the number of alternatives, we must at the same time be practical and avoid causing too much inconvenience to members of the public.  Subject to careful scrutiny, we may allow more than one specification for a specific purpose if the ideal open standard is not commonly used by members of the public yet.  Take Chinese character set and encoding as an example, although our long term strategy is to adopt ISO 10646 as the standard, Big5 is still more popular among members of the public; e.g. there are many more Web pages encoded in Big5 than those encoded in Unicode (vendor's implementation of the ISO 10646 standard).  As such, it would be more practical to allow for both ISO 10646 and Big5.  In short, the normal practice of members of the public must be considered when determining the specification to be adopted for a specific purpose.


	
	Consider an 'architectural roadmap' depicting a number of progressive stages reflecting alignment with anticipated changes in strategy, enterprise structure and governance, and the technologies deployed to serve the enterprise


	Will consider



	
	Use native XML file formats as standards allow


	Will consider



	
	Suggest Government to adopt the Web Services model for E-government developments


	Specifications to support Web Services have already been included in the consultation document.  We will monitor industry developments as we develop the IF.



	
	Should consider digital identity management for supporting E-government transactions


	Will consider



	Suggestions on how the detailed standards should be specified
	For some specifications, e.g. HKSCS, etc. , the version should be specified


	Will specify the versions where relevant



	
	The encryption level of Wireless LAN standards should be specified


	Will consider



	
	Define the format and structure for commonly used data sets (such as details of individuals) for use among Government departments


	Will consider defining the format and structure of common data elements



	
	Suggest specific specifications to be considered


	Will consider



	Suggestions on  detailed implementation approach 
	Facilitate interoperability by adopting open source software because open source has proven to be one particularly effective way of establishing open standards


	Will consider



	
	A detailed implementation plan and promotion plan will be paramount to the success of the proposed framework


	Will develop an implementation plan and promotion plan to facilitate B/Ds in the adoption of the framework



	
	Use an agent to disseminate changes and developments and to promote awareness within the industry


	Will consider



	
	Define metadata like author, subject, keyword, etc. for documents and files as far as possible


	Will liaise with the Government Records Service Division and consider



	
	Involve the industry when defining the physical and logical data exchange format


	Will involve relevant stakeholders in determining the schema to be adopted or developed to address specific business needs



	
	Adopt UK's GovTalk for schema management


	Will consider the best practices for managing schema



	
	There should be a change management process for managing the XML schema


	We will put in place a change management process for managing the XML schema



	Seeking clarifications
	ITSD's intention towards adoption of industry standard schema or development of its own set of schema


	We will adopt and customize industry standards as far as possible and will develop XML schema only when industry standards do not exist.


	
	ITSD's position with regards to ebXML


	ebXML is an industry driven initiative and we support this initiative in principle.  We will monitor industry developments and consider adoption if appropriate.



	
	Clarify how standards like ISO 10646 will interact with the existing standard; it may not be easy to find solutions that comply with the standards we want


	When we work out the specifications to be adopted for each area, we will take into consideration the market's adoption of those specifications.  For example, in addition to international standards like ISO 10646 that the Government has set as our common Chinese language interface in the long term, the IF will also accommodate other standards commonly in use, e.g. Big5, and the specifications under the IF will be constantly reviewed taking into consideration possible market developments.  This will cater for the situations that some market solutions are unable to conform to some specific standards.



	
	In areas where proprietary standards are adopted now, will the proprietary standards be replaced by open standards when they become available in the future


	As a general principle, we adopt open standards when they are matured and are widely adopted by the industry / market.  A review mechanism will be put in place to ensure that the IF can keep up with new business requirements and technology advancement.
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