Annex

Comparison table on Overseas CERT Practices


CERT/CC

(US)
CanCERT
(Canada)
AusCERT

(Australia)
SingCERT

(Singapore)
JANET-CERT

(UK)
JPCERT/CC

(Japan)
FUNET CERT

(Finland)
FIRST

History
Set up in 1988.


Set up in 1998.

Data not available.
Set up in 1997.
Data not available.
Set up in 1996.
Data not available.
Set up in 1990.

Organisation
It is operated by the Carnegie Mellon University for the US Department of Defense. It is a founding member of the FIRST.


It is operated by the EWA-Canada Ltd which is a private Canadian company. EWA-Canada is formally recognised by the Government of Canada as a qualified provider of security services. 
It is a single trusted point of contact in Australia for the Internet community to deal with computer security incidents and their prevention.


It is set up as a programme by the Infocomm Development Authority of Singapore, in collaboration with the Centre for Internet Research, National University of Singapore, to facilitate the detection, resolution and prevention of security related incidents on the Internet.


It is one of the services provided by JANET, a computer network for the education and research community within the UK. JANET is managed by the UK Education & Research Networking Association under an agreement from the Joint Information Systems Committee of the UK Higher and Further Education Funding Councils.

It is a central point for co-ordinating security incidents in Japan.
It is established under the Finnish University and Research Network (FUNET). FUNET is a network service that the Centre For Scientific Computing of the Finnish Ministry of Education provides to the universities, polytechnic colleges and the research community.

It brings together a variety of computer security incident response teams from government, commercial, and academic organisations. It aims at fostering co-operation and co-ordination in incident prevention, prompting rapid reaction to incidents, and promoting information sharing among members and the community at large.

Functions
It provides technical assistance and coordinates responses in security incidents, identifies trends in intruder activity, works with other security experts to identify solutions to security problems, and disseminates information to the community. It also analyses product vulnerabilities, publishes technical documents, and organises training courses.

It provides trusted support for secure network operations.   CanCERT services allow organisations to choose the level of security support they require either through the standard offerings or tailor-made offerings according to their needs. Simple inquiry and information services are provided free of charge. Advisory, 24x7 incident response, and other more comprehensive security services are provided to users at a charge.


It provides a centre of expertise on network and computer security matters; centralises reporting of security incidents and facilitates communication to resolve security incidents; provides for the collation and dissemination of security information including system vulnerabilities, defense strategies and mechanisms, and early warning of likely attacks; and acts as a repository of security related information, tools and techniques.

It broadcasts alerts, advisories and security patches; performs proactive checking or probing of systems and provides tools for intrusion detection; promotes security awareness through security courses, seminars and workshops; and collaborates with vendors or other CERTs to identify solutions to security incidents.
It is provided as part of the network service of JANET to advise organisations on network security matters and to take follow-up action on  security incidents. It publishes computer security documents, provides advice and tools for improving the security of computer systems and networks, organises security workshops, and maintains linkage with computer security related sites.
It provides technical support only if attacks perpetrated via the Internet could potentially lead to widespread intrusions of a serious nature. It gathers information on Internet security issues; issues advisories based on the circumstances in respect of actual attack and intrusion; disseminates security-related technical information and materials; and sponsors conference, seminars and other related events.

The main goal is to help the FUNET member organisations to improve their computer and network security. It does not provide service to the community at large.
It provides members with technical information, tools, methods, assistance, and guidance; coordinates proactive liaison activities and analytical support; encourages the development of quality products and services; improves national and international information security for government, private sector, academia and the individuals; and enhances the image and status of the incident response and security teams in the world.

Funding Source
Funded primarily by the US Department of Defense and a number of US Federal civil agencies. Other funding comes from the private sector.


It provides standard and tailor-made offerings at a cost.
Data not available.
Funding primarily comes from the Infocomm Development Authority of Singapore and the National University of Singapore.
JANET is funded by the Scottish Higher Education Funding Council, the Higher Education Funding Council for England, the Higher Education Funding Council for Wales and the Department of Education of Northern Ireland.

Data not available.
FUNET is funded by the Finnish Ministry of Education.
Funded by collecting annual membership fees and industrial sponsorship..


Note:
(
The Mainland of China and India do not have a CERT establishment.



(
Israel has a CERT for its universities only.

