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Purpose 
 
 It is a global trend in the adoption of Internet Protocol version 6 
(IPv6) and stronger cryptographic key with 2048-bit key length in the 
information and communications technology (ICT) sector.  This paper briefs 
Members on such adoption in Hong Kong as well as potential implication to the 
recognized certification authorities’ (RCAs1) compliance with the Code of 
Practice for Recognized Certification Authorities (Code of Practice)2. 
 
 
The Adoption of IPv6 
 
2. Under the Digital 21 Strategy, the Government has been adopting the 
IPv6 standard and encourages organisations to take early actions to transit their 
services from supporting Internet Protocol version 4 (IPv4)3 only to supporting 
both IPv4 and IPv6 in Hong Kong.  At present, the Internet infrastructure in 
Hong Kong already supports IPv6 and commercial IPv6 related services are 
beginning to be made available in the market.  It is necessary for the RCAs in 
Hong Kong to also support IPv6 for the delivery of their Internet service. 
 

                                                 
1 RCA refers to certification authority recognized under the Electronic Transactions Ordinance (Cap. 553).  
Currently, there are two RCAs in Hong Kong, namely the Postmaster General and Digi-Sign Certification 
Services Limited. 
2 http://www.ogcio.gov.hk/eng/caro/esub3.htm. 
3 An Internet Protocol address (IP address) is a unique identifier assigned to devices for communication over 
the Internet.  Currently, IPv4 is mainly used for the assignment of the IP addresses yet the assignable numbers 
are nearly exhausted.  With the rapid growth of Internet usage, IPv6 is commonly seen as the solution to the 
IPv4 address exhaustion issue. 



- 2 - 
 

3. To better prepare Hong Kong for the adoption of IPv6 and empower 
industry stakeholders to seize business opportunities in the Mainland, which has 
been making great advances on this front, the Government will continue to raise 
awareness of the migration to IPv6.  This is especially important among SMEs 
in order to maintain interoperability and to make frequent business dealings 
with our major international trading and strategic partners, including our 
Mainland counterparts. 
 
 
The adoption of 2048-bit key length 
 
4. The US National Institute of Standards and Technology (NIST) 
issued a recommendation in January 2011 that for adequate security strength for 
encryption and digital signing, the length of cryptographic keys should be 
transited from 1024-bit to 2048-bit by end of 2013.  The recommendation 
imposes necessary technological changes to concerned product vendors, 
security services providers, as well as the digital certificate industry.  
Technically, cryptographic keys with longer length can strengthen the security 
level of Public Key Infrastructure (PKI) which is still recognized by the IT 
industry as the most mature technology that can meet the full range of 
requirements of secure e-transactions including confidentiality, authentication, 
integrity and non-repudiation.   
 
5. The Government adopts PKI technology for internal use as well as 
e-Government services for public.  We use PKI in the signing and exchange of 
internal secure messages as well as the authentication of user/servers and 
establishment of secure channels for user-to-system / system-to-system 
communication.  We see the benefits of the adoption of stronger key length to 
uphold information security protection.  One government department has 
planned to implement a new personnel information system with the sole use of 
2048-bit digital certificates by 2013 for authentication, data encryption and 
digital signing.   
 
6. The two RCAs have prepared to issue 2048-bit digital certificates in 
addition to current 1024-bit digital certificates.  The Certification Authority 
Recognition Office is reviewing the RCAs’ plans and relevant documents 
including their respective Certification Practice Statements4.  
                                                 
4 A Certification Practice Statement is a statement issued by a Certification Authority (CA) to specify the 
practices and standards that the CA employs in issuing, managing, revoking, and renewing digital certificates. 
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Compliance with the Code of Practice 
 
7. The Government Chief Information Officer (GCIO) has published a 
Code of Practice that specifies the standards and procedures for RCAs to carry 
out their relevant functions under the Electronic Transactions Ordinance (Cap. 
553) (ETO).  Under the ETO, a RCA is required to furnish to the GCIO an 
assessment report, conducted by an independent assessor, at least once in every 
12 months to assess if the RCA’s operation complies with the ETO and the Code 
of Practice.  The material information of the assessment report shall be 
published for public information. 
 
8. In accordance with the Code of Practice, a RCA is required to 
continuously review, improve and update its standards and technology in order 
to uphold the confidence that its subscribers place in it and to protect the 
interests of the subscribers.  In the meantime, the two RCAs have not indicated 
that the planned adoption of IPv6 and 2048-bit digital certificates would cause 
any incompliance with the ETO and the Code of Practice or any impact to their 
delivery of secure and reliable services to their subscribers. 
 
 

Advice Sought 
 
9. Members are invited to note the contents of this paper. 
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